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O mepax 1Mo NOBBIIEHUIO 3aIUILIEHHOCTH
MH(}OPMAMOHHOW HH(PACTPYKTYPHI
CUCTEMBI 00pa30BaHUs

VBaxxaeMbie Kosieru!

Cornacio nucekMam DPCTIK Poccum ot 28 depans 2022 r. Ne 240/22/952,
No  240/22/953 wu Ne 240/22/960 (B. JtoTMKOB) O TMOJATOTOBKE K IPOBEACHUIO
KOMITBIOTEPHBIX aTak Ha MH(popmanuoHHyro HHGpacTpykTrypy Poccuiickoii ®enepanuu,
HaIpaBJICHHBIX HA TOJy4YeHHE KOH(DUIESHITMAILHON nH(OpMAITNH, a TaK)Ke Ha HapyIlIeHUE
(YHKIIMOHUPOBAHUSI W BBIBOJ W3 CTPOs WH(POPMAITMOHHOW HHQPPACTPYKTYPHI OPraHOB
rOCy/lapCTBEHHOM BJAacTH, B TOM 4YHCIE Yepe3 KOMIPOMETALMI0O M HapyLIIECHUS
(GYyHKIMOHUPOBAHUS 3apyOEKHBIMH XaKEPCKUMH TPYIIUPOBKAMH O(UIIUATBHBIX CAaWTOB
OpPraHoB rOCyAapCTBEHHOM BIACTHU U opranusauuii Poccuiickoit @enepanuu JenapraMeHT
udpoBoit Tpanchopmanu U OONBIIUX MaHHBIX (nmanmee — JlemaprameHT) cooOrmaeT
clenyrouiee.

[Ipenmonaraercs, 4YTO  TPOBEICHHE  KOMIIBIOTEPHBIX  aTaK  IUIAHUPYETCS
OCYIIECTBIISITh Y€pe3 BHEAPEHHE B OOHOBIEHUS HMHOCTPAHHOTO MPOrPaMMHOTO
o0ecrniedeHns BPEIOHOCHOTO MporpammHoro obecredenus. [Ipu aTom pacmpoctpaHeHue
OOHOBJICHUH C BpPEAOHOCHBIMHU BJIOKEHUSIMH MOJKET OCYUIECTBIIATHCS 4Yepe3 LIEHTPHI

oOHOBNeHUN (o¢uLMaTbHBIE CaWThI) pPa3pabOTUMKOB HMHOCTPAHHOTO MPOTrPaAaMMHOTO
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oOecrniedeHus, pa3meliaeMble B cetu «HTepHeTY.

VYuuteiBas uzNoxkeHHoe, JlemapraMeHT OOpalaeT BHUMAaHHME HAa HEOOXOIUMOCTb
(Ipu HAIMYUU BO3MOXKHOCTH) MPUOCTAHOBUTH PabOTHI MO OOHOBJICHHUIO MPUMEHSIEMOIO
B HMH(QOPMALMOHHBIX  CHCTEMaxX HMHOCTPAHHOIO  NIPOrpPaMMHOro  oOecreyeHus
U MPOrPAMMHO-AMIAPATHBIX CPEACTB, CTPAHOM MPOUCXOKICHHS KOTOphIX siBisieTcss CLIIA
u crpadbl EBpomeiickoro corws3a, a Takke MCKIOYUTh KX aBTOMATHYECKOE
LEHTPAIN30BaHHOE OOHOBIJIEHHE MTOCPENCTBOM ceTh «HTEpHETY.

Takoke B 1eJISIX MOBBIIICHUS 3aIIMIIEHHOCTH UH(GOPMAIIMOHHBIX CUCTEM U PECYPCOB
(0OCOOEGHHO pErHOHATBHBIX HHQPOPMAIIMOHHBIX CHUCTEM JOCTYNMHOCTH JOIIKOJIHHOTO
oOpa3zoBaHusi), BKJIO4Yasi OQUIMATBHBIE CANThl PErHOHAJIBHBIX OPraHoOB  BIIACTHU
Y OpraHoB MECTHOI'O CaMOYIIPaBJIEHUs, a TAKKe 00pa30BaTeIbHbIX OpraHu3auil (qauee —
NCP), llenapTaMeHT pEeKOMEHYET:

OPOBECTM  WMHBEHTApU3aLMI0O  CIy)KO U BeO-CEpBUCOB,  HCIOJB3YEMBIX
st gynkuuonupoBanus VCP u pa3MemeHHbIX Ha NepuUMeTpe HH(OpPMAUuOHHOU
UHDPACTPYKTYPHI (Jajee — CIIy Obl U BEO-CEPBUCHI);

OTKJIFOYUTH HEUCTIOIb3YEMBIE CITYKObI U BEO-CEPBUCHI;

YCWINTh TpeOOBaHUA K MapoOJIbHOM MOJMTHKE aJMUHUCTPATOPOB M MOJIb30BaTeNeh
NCP, uCKIIOYMB MOpH 3TOM HCHOJB30BAHHUE MApOJEH, 3alaHHBIX [0 YMOJIYAHHUIO,
OTKJIIOYUTH CEPBUCHBIE U HEUCIIOJIb3yEMbIE€ YUETHBIE 3AMNCH;

00€eCIeYnTh CETEBOE B3AMMOJICUCTBUE C MPUMEHEHUEM 3alUIIEHHBIX AKTYaJbHBIX
BepcHil MpoToKoJ0B ceTeBoro B3aumoaeicTeus (HTTPS, SSH u npyrux nmpoTokosioB);

uckimounth npumenenne B MCP noxacuera u cOopa AaHHBIX O MOCETHTEISX,
CEpBHUCOB TMpeAOoCTaBiIeHUs] HWH(GOPMAIMU O MECTOMOJOKEHUH UM HWHBIX CEpPBUCOB,
pa3pabOTaHHBIX HWHOCTPAHHBIMH OpTaHM3alusMu (Hampumep, cepBucoB onthe.io,
ReCAPTCHA, YouTube, Google Analytics, Google Maps, Google Translate, Google
Analytics);

UCKIIIOUYUTh BO3MOXHOCTh HCIOJIb30BaHUSI BCTPOEHHBIX BHUICO- U ayAHO-(aiisios,
uHTepdeiicoB B3aumoaencTBus API, «BHIKETOB» W JPYyrux pecypcoB, 3arpykaeMbIxX

CO CTOPOHHUX CaWTOB, 3aMEHHMB WX TMPH HEOOXOAMMOCTH THIEPCCHUIKONM Ha TakKue

peCypChI.
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Takum oOpaszom, B LeJIX [IOBBIIICHUS YCTOMYUBOCTH ncCp
K paclpeieieHHbIM aTakaM, HalpaBlIEHHbIM Ha oTKa3 B oOciyxuBanuu (DdoS-atakam),
JlemapTamMeHT MPOCHUT:

o0ecneunTh HACTPOWKY TMpaBUJI  CPEICTB  MEXKCETEBOTO  HKpPaHUPOBAHUS,
HaIpaBJICHHBIX Ha OJIOKUPOBKY HEPA3PEIICHHOTO BXOSIIETo Tpaduka;

obecrieunTsh (GUIBTpANHIO TpapuKa MPUKIATHOTO YPOBHS C IPUMEHEHHEM CPEICTB
MEXCETEBOTO YKPaHMPOBAaHUS ypOBHSA TpriiokeHuil (web application firewall (WAF)),
YCTAHOBJICHHBIX B PEKUM MTPOTUBOICUCTBUS aTaKaM;

aKTUBHPOBATh (PYHKIMHU 3alIUTHl OT aTak OTKaza B oOciyxuBanuu (DDoS-atak)
Ha Cpe/ICTBaX MEKCETEBOI0 SKPAHUPOBAHUS U APYTUX CPEACTBAX 3alUTHI HHGOPMAIIHH;

OTPaHUYUTh KOJMYECTBO MOJKIIOUEHUA ¢ Kaxaoro IP-ampeca (Hampumep,
YCTaHOBUTH Ha BeO-cepBepe mapameTp rate-limit);

OmokupoBaTh Bxoadmui Tpaduk, mnocrynatoumi ¢ [P-agpecoB, crpanoii
MPOUCXOKIeHUST KOTOphIX sBIsifoTCA CIIIA, crpanel EBporeickoro corwsa Wi HWHOU
CTpaHO1, SIBIISIOUIEICS HCTOYHUKOM KOMITBIOTEPHBIX aATaK;

0JiokupoBaTh TpadUK, MOCTYIAONNN U3 «TeHeBoro MHTepHEeTa» yepe3 Tor-Opaysep
(cMcoK  y3JI0B, KOTOpbIE HEOOXOAUMO 3a0JIOKUPOBATh COACPXKHUTCS IO  ajapecy
https://www.dan.me.uk/tornodes).

Bmecte ¢ Tem, JlemapramMeHT cooOlIaeT, 4YTO aHajau3 yrpo3 O0e30MacHOCTH
uHpopmanuu, npooaumsii crienuanuctamu @CTIK Poccun B yCIOBHIX CIIOXKHUBIIEHCS
MOJIMTUYECKOW  OOCTAaHOBKHM,  IOKa3bIBAa€T, 4YTO  3apyOCKHBIMH  XaKEPCKUMU
IPYNIUPOBKAMH, B YACTHOCTH Xakepckol rpynnupoBkoi ANONYMOUS, B connaibHbIX
CeTSIX M MECCEHJDKEpax pa3MellaeTcss MHpopMaius O IpHU3bIBaX K aIMHHHCTpaTopam
MH()OPMAITMOHHBIX CHCTEM PACKPBITh CBEACHHS 00 OCOOCHHOCTSAX (DYHKITMOHUPOBAHUS
MHDOPMAIIMOHHBIX CHUCTEM, MPEJOCTaBICHUM ayTEHTU(PHUKAIMOHHOW HHPOpMaluu
U HAJIWNYUHA YSI3BUMOCTEM C IIE€NbI0 MPOHUKHOBEHUS B HWH(POPMAIMOHHBIE CHCTEMBI
Y pa3MelIeHus: TPOTUBOIIPABHON MH(GOPMALIIH.

C LENBIO MPEIOTBPAILICHUS MOJTy4YECHUS 3apyOeKHBIMU XaKEPCKUMHU
rpynnupoBkaMu nHpopmaiuu 00 0COOEHHOCTSIX (PYHKITMOHHPOBAHUS MH(POPMAITMOHHBIX

cucteM MuHucrepcTtBa mnpocBeuieHuss Poccuiickon @enepanud  NpPOCUM  MPUHATH
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JIOTIOJIHUTEIBHBIE MEPHI 10 CIETYIOIIUM HAIPABICHUSIM PaldoT:

npoUHPOPMHUPOBATh AJAMUHUCTPATOPOB U TMOJb30BaTeNeld HH(DOPMAIMOHHBIX
CUCTEM O HEAOMYIICHUH paclpocTpaHeHuss HHPopMaluud O (QYHKIMOHUPOBAHUU
MH(POPMAIIMOHHON CHCTEMBI, TIepejaue CTOPOHHUM JIMIAM CBOEH ayTEeHTHU(PUKAIMOHHON
uHpopManmy;

nponH(GOPMUPOBATh AAMHUHHCTPATOPOB U TOJB30BaTeNel MH(GOPMAIMOHHBIX
CHUCTeM 00 OTBETCTBEHHOCTU 3a HapylIeHHE TPeOOBAHUU B 00JACTH HMH(POPMAIMOHHOM
0€30IacHOCTH;

YCHJIUTh  KOHTPOJb  Haa  JCHCTBUSIMH B HMH(DOPMAIIMOHHOW  cHUCTEME
aJIMUHHUCTPATOPOB U TOJIb30BATENECH;

IPOBECTU BHEIJIAHOBYIO CMEHY Mapojedl aJMHUHUCTPATOpOB U MOJIb30BaTelNEH,
MCIIOJIB3YEMBIX /ISl IOCTYTa B MH()OPMAIIMOHHBIE CUCTEMBI;

UCKJIIOYUTHh (IIPM  BO3MOXKHOCTH) YJAJIEHHBIM JIOCTYyH TOCPEACTBOM  CETH
«HTEepHET» K MHGOPMAIIMOHHBIM CHCTEMAaM JUIsSl aIMUHUCTPATOPOB M MOJIb30BATENEH;

00ecIeyuTh (mpr  BO3MOXKHOCTH)  JABYX(AKTOPHYIO ayTeHTU(UKALINIO
aJIMMHUCTPATOPOB HH(GOPMALIMOHHBIX CUCTEM.

BrIiensnokeHHble  PEeKOMEHIAIMU  MPOCHM  JOBECTH /0  COTPYAHHKOB
U paOOTHUKOB pErHOHAJbHBIX OPraHOB  BJIACTH, MECTHOTO CaMOYNpPaBJICHUS
1 00pa30BaTENbHbBIX OpPraHU3aALH.

O BBIMOJTHEHUH YKa3aHHBIX MEp W PEKOMEHIAIMH MPOCUM TPOMH(GOPMHUPOBATH
JlemapTaMeHT B YCTAHOBJIEHHOM IOpSIZIKE, a TaKKe MO aJpecaM 3JEKTPOHHOM IMOYTHI:

kolesova-av@edu.gov.ru., bezlyudskiy-ap@edu.gov.ru B cpok no 10 mapra 2022 rona.

AOKYMEHT NOANINCAH
IEKTPOHHOMU NMOAINIUCBIO
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